[Tpunoxenue N 1
IMTAMSTKA
JIJIS1 OBYUAIOIMXCS Ob MHOOPMAIIMOHHOM BE3OITACHOCTU JETEI
HEJIb34
1. BceMm moapsin cooO1marh CBO YacTHYIO HH(popMaIuio (HacTosmue uMs, GaMuiinio, TeaedoH,
ajipec, HOMep MIKOJIBI, a TaKkke (hoTorpaduu CBOH, CBOCH CEMbU U Ipy3€il);
2. OTKpBIBaTh BIIOKEHHBIE (DaiiiIbl AIEKTPOHHON MOYTHI, KOT/Ia HE 3HACIIb OTIIPABUTEIS;
3. I'pyOuts, nmpuaupathesi, OKa3bIBaTh JABJICHHUE - BECTH c€0s1 HEBEXKIIMBO U arpecCUBHO;
4. He pacnopspkaiics JeHbraMu TBOCH ceMbH 0€3 pa3pellieHus CTapIiuX - BCErJa CIpalinBai
poauTenen;
5. He Bcrpeuaiics ¢ IHTepHET-3HAKOMBIMU B PEAIbHOM >KU3HU - TOCOBETYHCSA CO B3pOCIBIM,
KOTOpPOMY JI0BEpSIEILIb.
OCTOPOXHO
1. He Bce mumyt npaBay. Yutaeus o cebe Henpasay B MHTepHETe - cooOmu 00 3TOM CBOMM
POJIUTENAM UJIH ONIEKYHAM;
2. [lpurnamaroT nepenuchiBaThCsl, UTPaTh, 0OOMEHUBATHLCS - IPOBEPD, HET JIU MOJBOXA;
3. HezakonHoe konupoBanue ¢aiinoB B UHTepHETE - BOPOBCTBO;
4. Becernia paccka3biBail B3pOCIbIM O TTpo0JIeMax B CETH - OHU BCET/ia IIOMOTYT;
5. Wcnonp3yit HaCTpOiKK 0€30MacHOCTH U MPUBATHOCTH, YTOOBI HE TIOTEPSITh CBOM AKKAYHTHI B
COLICETSAX U JIPYT'HX NopTajiax.
MOXHO
1. YBaxaii Ipyrux mojb30BaTeleu;
2. Ilonb3yernibcst IHTEpHET-UCTOYHUKOM - JIeJail CChUIKY Ha HETo;
3. OTKpBIBaii TOJBKO TE€ CCHUIKH, B KOTOPBHIX YBEPEH;
4. OGmaThCs 32 TOMOIIBIO B3POCIBIM - POJIUTENHN, ONEKYHbl U aJJMUHUCTPAIUS CATOB BCET/a
MOMOT'YT;
5. Ilpoiigu o6ydenue Ha caiite "CeTeBHUOK" U MOIYyYH HAcopT HU(POBOro rpaxaaHuHal



[Ipunoxenne N 2
NHOOPMALIMOHHA A ITAMSATKA

JJII OBYHAKOIUXCA AJIS PASMEIIEHUA

HA OOULMAJIBHBIX MHTEPHET-PECYPCAX
C KaXJpIM TOJIOM MOJIOICKH B MHTEPHETE CTAHOBHUTHCS OOJIBIIIE, @ IIKOJLHUKU OJHU U3 CAMBIX
aKTUBHBIX Ioyib30BaTene PyHera. Mexay TeMmM, IOMHMO OTPOMHOIO  KOJIMYECTBA
BO3MOXKHOCTEH, MHTEPHET HECeT U MpoOJIeMbl. DTa MaMsATKa JOJDKHA MOMOYb Tebe Oe301acHo
HaXOJIUThCS B CETH.
KoMnbrorepHslie BUPYCBI
KomnbroTepHblil BUpYC - 3TO pPa3HOBUAHOCTb KOMIIBIOTEPHBIX HPOTPaMM, OTIMYUTEIbHOU
0COOEHHOCTBIO KOTOPOIl SBISICTCS CIIOCOOHOCTh K pasMHOXKEHHIO. B pomoiHeHume K 3TOMY,
BUPYCbl MOTYT IOBPEAMTb MJM IIOJIHOCTBIO YHUUYTOXUTb Bce (ailabl UM JaHHBIE,
MOJKOHTPOJIbHBIE TTOJIH30BATEI0, OT HIMEHU KOTOPOTO ObLIa 3alylleHa 3apaXeHHas Iporpamma,
a TaKXe MOBPEeIUTh WIM JIa)KE€ YHUYTOXXUTh ONEPALMOHHYIO CHUCTEMY CO BceMu (aiimamu B
1esioM. B GobIMHCTBE CilyyaeB pacpoCTPaHSIOTCS BUPYCHI Yepe3 HHTEPHET.
MeTobl 3aLUTHI OT BPEAOHOCHBIX IPOrPaMM:
1. Mcrionb3yit cCOBpeMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOIINE CEPhE3HBIH YPOBEHD 3aIUTHI
OT BPEIOHOCHBIX IIPOTPaMM;
2. TloctosiHHO YycTaHaBiWMBaih maytH (UUQpOBBIE 3alUIaTKH, KOTOpPHIE aABTOMATHUECKH
YCTAQHABJIMBAIOTCS C 1E€JIbI0  J0pabOTKM MporpaMMmbl) M Jpyrue OOHOBJIEHUS CBOEH
orepanmoHHo# cucrembl. CkaunBail X TOJIBKO ¢ oummampHoro caira pazpadborunka OC. Eciu
CYIIECTBYET PEXHUM aBTOMAaTHUYECKOTr0 OOHOBJICHUS, BKIIIOUYH €T0;
3. Paborail Ha cBOEM KOMIIbIOTEpPE MOJ MpaBaMU IOJb30BaTENs, a HE aMUHUCTpaTOpa. JDTO HE
HO3BOJIMT OOJBIIMHCTBY BPEJOHOCHBIX MPOrpaMM HMHCTAJUIMPOBATHCS HA TBOEM IE€PCOHATLHOM
KOMITBIOTEPE;
4. Vcnonp3ylh aHTUBHPYCHBIE NPOTPaMMHBIE MPOAYKTHl HM3BECTHBIX IPOU3BOAUTENEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;
5. Orpannub (pu3HYECKHid JOCTYH K KOMIIBIOTEPY [Tl TOCTOPOHHUX JIMLL;
6. Vcnonb3yil BHENIHME HOCUTENM HH(pOpMaluu, Takue Kak (uemka, AUCK uiau Qailn u3
UHTEPHETA, TOJIKO U3 IPOBEPEHHBIX HCTOUYHHUKOB;
7. He oTkppIBail KOMIbIOTEpHbIE (hailiibl, MOJYUYEHHbIE U3 HEHAJEKHBIX MCTOYHUKOB. Jlaxe Te
(aiinbl, KOTOpbIE MpUCIaT TBOIM 3HAKOMBIN. JIyyllle yTouHHM y HEro, OTHPABJISII JIU OH TeOe UX.
Ceru WI-FI
Wi-Fi - 510 He BuA nepenaun JaHHBIX, HE TEXHOJIOTHs, & BCEro JIHIIb OpeHs, Mapka. Eme B 1991
rofy HuJepiaHjickas KkommnaHusi 3apeructpupoBana Openny "WECA", uto o0003Hauyano
cioBocouetanue "Wireless Fidelity", koTopblil mepeBoauTcs kak "6ecrpoBoiHas TOYHOCTD'.
Jlo Hamero BpeMeHH Jomnuia apyras abOpeBuarypa, KOTopasl SBISETCS TAaKOW K€ TEXHOJIOTHEH.
Orto abbpeBuatypa "Wi-Fi". Takoe Ha3BaHue ObUIO aHO C HAMEKOM Ha CTaHJApT BBICIICH
3ByKkoBoill TexHuku Hi-Fi, uto B nepeBoie 03HauaeT "BbICOKast TOYHOCTH".
Ja, OecrniaTHBI HMHTEpPHET-IOCTYN B Kade, OTENsIX M adponopTax SBISETCS OTIMYHOM
BO3MOXXHOCTBIO BBIXOJ/Ia B MHTepHET. HO MHOTHE DKCIIEpTHI CYMTAIOT, YTO 00menocTymabie Wi-
Fi cetu He aBnsitoTCs 6€30MaCHBIMHU.
CoBeTsl 110 0€30MacHOCTH pabOThI B 00IEIOCTYIHBIX ceTsix Wi-fi:
1. He nepenaraii cBoro nuunyto uHdopmarnuio yepe3 obmienoctynusie Wi-Fi ceru. Pabotast B
HUX, J)KEJIaTeJbHO He BBOJIUTH MAPOJIN JOCTYIIA, JIOTHHBI U KaKue-TO HOMEpa;
2. Hcnone3yil M OOHOBISH aHTHUBHpPYCHBIE NporpamMmbl M OpaHamayep. TeM caMbIM Tbl
obe3omacuirb ce0s OT 3aKa4Ku BUPYyca Ha TBOE YCTPONCTBO;
3. IIpu ucnons3zoBanun Wi-Fi otkmoun ¢ynkuuio "OOmmii noctymn K daitnam u npuHTepam'.
JanHas (QyHKIMS 3aKpbITa 110 YMOJIYaHUIO, OJIHAKO HEKOTOpBIE MOJIB30BATENN AKTHUBUPYIOT €€
JUTSL yI0OCTBa MCIIOJIB30BaHMsI B paboTe min yuebe;
4. He ucnone3yit nyosmunbiii WI-FI 11 mepenayum TMUHBIX JaHHBIX, HapUMEp JJI BBIXO/A B
COLIMAJIbHBIEC CETH WU B 3JICKTPOHHYIO I10UTY;



5. Ucnonw3yii Tonbko 3amuinenHoe coenuHenne yepes HTTPS, a ue HTTP, T.e. mpu Habope
BeO-aapeca BBoau uMeHHO "https://";

6. B moOunpHOM Tenedone otkmoun ¢ynkiuio "llogkmouenne k Wi-Fi aBromatudecku". He
JIOITyCKail aBTOMAaTUYECKOT0 MOAKII0YeHUs ycTpoiicTBa k ceTsiM Wi-Fi 6e3 TBoero cornacusi.
CouunanbHble CETH

ConuanbHble CETH aKTHBHO BXOZST B HAIly XU3Hb, MHOTHE JIIOAU pabOTalOT M KUBYT TaMm
nocTossHHO, a B Facebook yxke 3aperucTpupoBaH MUIUTHAp] YEJIOBEK, YTO SIBJSIETCS OJIHOW
CelbMON BCEX KHUTeNed IIaHeThl. MHOTHE MOJb30BaTeNId HE MOHUMAIOT, YTO HHGopMaIus,
pasMeleHHas UMH B COIIMATIBbHBIX CETSAX, MOXKET ObITh HAalJIeHa M UCIIOJIb30BaHa KEM YTOJIHO, B
TOM YHUCJIE€ HE 0053aTeIbHO ¢ OJIarMMU HaMEPEHUSIMH.

OcCHOBHBIE COBETHI 110 0€30MACHOCTH B COIIMAIBHBIX CETSIX:

1. OrpaHnnub CIUCOK Jpy3el. Y TeOst B APY3bsiX HE JMOJDKHO OBITh CIyYalHBIX U HE3HAKOMBIX
JIIOICH;

2. 3ammiai cBOIO YacTHYIO Xu3Hb. He ykaspiBail mapomu, TenedoHbl, aapeca, AaTy TBOETO
POXACHUS W JAPYTYIO JIMYHYI0 HH(OpMAIHo. 3J0YMBIIICHHUKA MOTYT HCIOJIb30BAaTh JAXe
MH(GOPMAILIHIO O TOM, KaK Thl U TBOU POJUTEINHN TUIAHUPYETE MPOBECTH KAHUKYJIBI;

3. 3amuiai CBOIO peryTaiuio - JEepKH €€ B UMCTOTE U 3aJaBail cebe BOIMPOC: XOTeN OBl ThI,
4yTOOBI JIpYrHe MOJIb30BATE€IN BHJIENH, YTO Thl 3arpyxkaemis? llogymaii, mpexae 4yeM 4YTO-TO
OITyOJIMKOBATh, HAITUCATD U 3aTPY3UTh;

4. Ecnu THI TOBOPUIIIL C JIFOJBMU, KOTOPBIX HE 3HACIlb, HE UCIOJb3YH CBOE peallbHOE UMS U
JPYTyIo TUYHYI0 HHGOPMAIIUU: UM, MECTO JKUTEIBCTBA, MECTO Y4eOBbl U IpoYee;

5. U36eraii pasmemenus gororpaduit B MHTEepHeTE, rae Thl M300pa)K€H HAa MECTHOCTH, IO
KOTOPOM MO>KHO OIPEAETUTH TBOE MECTOIIOJIOKEHHUE;

6. Ilpu perucrtpauuu B COIHAIBHON CETH HEOOXOJUMO HCIOJIb30BaTh CIOXKHBIC IApOIH,
cocTosiue u3 OykB v UG U ¢ KOJUYECTBOM 3HAKOB HE MEHEE §;

7. J1as conpanbHOM CeTH, OYTHl M JPYTUX CaiTOB HEOOXOIMMO HCIOJIb30BaTh Pa3HbIE MapOJiu.
Toraa ecnu Te0s B3JIOMAIOT, TO 3JIOYMBIIIJIEHHUKH MOIYy4aT AOCTYI TOJIBKO K OJHOMY MECTY, a
HE BO BCE Cpasy.

DNIEeKTPOHHBIE IEHBI U

OJEeKTpOHHbIE JEHBIM - 3TO OYeHb YJOOHBIH CMOCOO IUIaTeXel, OJHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPBIC XOTAT MOJTYIUTh 3TH JCHBIH.

DONEKTPOHHBIE JEHbIH TOSIBIJIUCh COBCEM HEJAaBHO M HMMEHHO H3-3a ATOTO0 BO MHOTHX
rocyapcTBax /10 CUX MOpP HE IPOMUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (pyHKIMOHHPYIOT M O HHX YK€ MPOIMUCAHO B 3aKOHE, TJIe UX pa3lIeisaioT Ha
HECKOJIBKO BHJIOB - aHOHMMHBIC  HE aHOHWMHBIC. Pa3HHIIa B TOM, 4TO aHOHUMHBIC - 3TO T€, B
KOTOPBIX pa3peliaercss MNPOBOAUTH oOmepanuu 0e3 uIeHTUUKAWK TOJbh30BaTeNsi, a B
HEaHOHWMHBIX MICHTH()HUKALINS TI0TH30BATEIS SBISIETCS 00S3aTEILHOM.

Taxxe cienyer pa3nuyarh dJIEKTPOHHBIC (PHATHBIE AEHBIU (PaBHBI TOCYIaPCTBEHHBIM BaIOTaM)
U 2JIEKTPOHHBIC He(DHaTHBIC IEHBIH (HE paBHBI TOCYIaPCTBEHHBIM BATIOTaM).

OcHOBHBIE COBETHI IO O€30IaCHOM paboTe € ANEKTPOHHBIMH JJCHbIaMH:

1. IlpuBspku K cyeTy MOOWIbHBIM TeraepoH. DTo camblii yHoOHBIM W OBICTPBIM crocod
BOCCTAaHOBUTH JIOCTYN K cueTy. l[lpuBs3aHHBIA TenedoH IMOMOXKET, eciu 3abyaenrb CBOU
MJIATEKHBINA MAPOJIb WU 3aiIeIIb HA CAT C HE3HAKOMOTO YCTPOMCTBA;

2. Ucnonp3yit onHopa3oBble mapoiu. [locne mepexona Ha yCHIIEHHYIO aBTOpU3ALUIO Tebe yxke
He Oy/IeT yrpoXaTh ONAaCHOCTh KPa)XH UJIU MepexBarta MIaTeKHOro MapoJis;

3. BeiOepu cnoxubiii maponb. [IpectymHukam OyAeT HE MPOCTO YraiaTh CIOXKHBIH Mapolb.
Hanexxnble maponu - 3T0 maposid, KOTOpPhIE COepKAaT HE MeHee 8 3HAKOB U BKIIIOYAIOT B ce0s
CTPOYHBIE W TPOMUCHBIC OYKBBHI, U(MPBI U HECKOIHKO CHMBOJIOB, TaKM€ KaK 3HAK J0JUIapa,
¢dyHTa, BOCKJIMIIATEIbHBIN 3HaK U T.11. Hampuwmep, $tROng!;;

4. He BBOAM CBOM JIMYHBIC JAaHHBIC HA CalTaX, KOTOPHIM HE JIOBEPSCIIIb.

DJIEKTPOHHAA 1MOYTa



ONEeKTpOHHAas MOYTa - 3TO TEXHOJIOTHS U IPEAOCTABISIEMBIE €10 YCIYTU IO IEPECBUIKE U
MOJIYUYEHUIO JJIEKTPOHHBIX COOOILIECHHM, KOTOpBIE pacHpeleisioTcs B KOMIBIOTEPHOH ceTu.
O0bI19HO AJIEKTPOHHBIN IIOYTOBBIN ALK BBITJISIAUT CJIEYIOIUM oOpa3zom:
UMs_TIOJIb30BaTeNA(@HUMsI_JIoMeHa. Takke KpoMme Tepeladyd MpPOCTOro TEeKCTa, HMeeTCs
BO3MOXKHOCTH IepeiaBaTh (paiibl.

OCHOBHBIE COBETHI 110 6€30TacCHOM padOTe ¢ ANEKTPOHHOU MOYTOM:

1. Hamo BBIOpaTh NpaBUIIBHBIA IOYTOBBIA CcepBUC. B MHTEpHETE €CTh OTrPOMHBIN BHIOOP
OecIIaTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIyUllle OBEPATh TE€M, KOTO 3HACUIb M KTO MEPBHIN B
pEUTHHTE;

2. He ykasplBaii B JMYHOW MMOYTE JWYHYK wHHPopmanuio. Hampumep, nydmie BbIOpaTh
"My3bIKanbHbIN _(aHaT@" nmn "pox2013" Bmecto "Temal 3",

3. Hcnonb3yil IBYX3TallHYIO aBTOPU3ALMIO. JTO KOTJla IOMHUMO IapOJis HYKHO BBOJIUTH KOJ,
npucbuIaeMblil mo SMS;

4. Boibepu cioxHBIA mapoib. i KaKJ0ro Mo4TOBOTO SIIKKA JOJIKEH ObITh CBOW Ha/IEKHBIH,
YCTOWYHMBBIN K B3JIOMY 1apOJIb;

5. Eciu ecTh BO3MOXHOCTh HamucaTb CAaMOMY CBOM JIMYHBIA BOIIPOC, HCIOIB3YH 3Ty
BO3MO>KHOCTb;

6. Mcnonp3yil HECKOJIBKO MOYTOBBIX SALIMKOB. [IepBbIil [Uisl 4acTHOM MEPENUCKH C aJpecaTamy,
KOTOPBIM ThI IOBEPSAECIIb. DTO AIEKTPOHHBIN aJIpec HE HA/J0 UCII0JIb30BATh MPU PErucTpaly Ha
dopymax u caiitax;

7. He oTkpeiBail (ailiel ¥ Apyrue BIOKEHUS B MUChMaX, JaKE €CIM OHH TMPHIILIH OT TBOUX
npy3ei. Jlydiie yrouHu y HUX, OTHPABISUIH JTU OHU TeOe 3T (aiiisl;

8. Ilocne okoHuaHUs pabOTHl Ha MOYTOBOM CEPBUCE IEPE] 3aKPhITUEM BKJIAAKU C CAaliTOM He
3a0yqb HaXaTh Ha "BeiidTH".

KuOepOyuHr niiy BUPTYyaabHOE U3/1€BATEILCTBO

KubepOymauHr - mnpeciefoBaHUE COOOLICHUSIMHU, COAEPIKAIIMMHU OCKOpPOJIEHUS, arpeccuio,
3alyruBaHue; XyJIUTaHCTBO; COLMAIbHOE OOMKOTHPOBAHME C MOMOIIbIO PA3IMUHBIX WHTEPHET-
CEPBHCOB.

OcHoBHbIE COBETHI 110 OOPBOE ¢ KNOEPOYIUITMHIOM:

1. He Opocaiica B 6oii. Jlyummii croco0: mocoBeTOBaThCs Kak ceO0si BECTH U, €CIIU HET TOro, K
KOMY MOXKHO OOpaTuThCS, TO BHauyajie YCHOKOWThCA. Eciaum Thl HayHelmlb OTBEYaTh
OCKOPOJIEHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO elle 00JIbIle pa30kKellb KOH(IUKT;

2. YopaBinsaii cBoel kubeppenyranuei;

3. AHOHMMHOCTb B ceTd MHUMas. CyIIeCTBYIOT CIOCOOBI BBIICHUTb, KTO CTOUT 33 aHOHUMHBIM
AKKayHTOM;

4. He crouT BecTH XyJIMTaHCKUI 00pa3 BUPTyalnbHOHM kHU3HHU. MIHTEpHET (UKCUpPYET BCE TBOU
JIEUCTBHSI M1 COXPAHSIET UX. Y JAIUTh UX OyJeT KpaiHe 3aTpyIHUTEIBHO;

5. CoGumroniait CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. UrHopupyil enuHuuyHblii HeraTuB. OJHOpPa30BbIE OCKOPOWUTEIbHBIE COOOIICHUS Jy4llle
UTHOpUpOBaTh. OOBIYHO arpeccus MpeKpaiaeTcs Ha Ha4yaaIbHOU CTaIuH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMHU COOOIIICHUSIMH, B COITHATBHBIX CETAX
€CTh BO3MOYKHOCTh OJIOKHPOBKH OTIIPABKH COOOILEHHH € ONpeIeIeHHBIX aIPECOB;

8. Ecu TBI cBUAeTeNnh kuOepOyumimHTa. TBOM NMEHCTBHS: BBICTYIUTH MPOTUB TPECIe0oBaTENS,
[I0Ka3aTb €My, YTO €ro JAEHCTBHs OLIEHUBAIOTCS HEraTHBHO, MOAJEP)KAThb KEPTBY, KOTOPOMH
HY)KHa TICUXOJIOTUYECKasi MOMOIIb, COOOIIUTH B3POCIBbIM O (DaKTe€ arpeCcCUBHOTO MOBEIEHUS B
CeTH.

MoobwibHbIN TenehoH

CoBpeMeHHbIe cMapT(HOHBI U TUIAHILIETH COAEpKaT B ceOe BIIOJIHE B3POCIHbIA (YHKIHMOHAM, U
TElepp OHM MOIYT KOHKYpHpOBaTh CO CTallMOHAapHBIMM KommbloTepamu. OpHako, CpeacTB
3alIUTHI JIs1 TOJOOHBIX YCTPOMCTB MOKa OY€Hb Mayio. TeCcTMpOBaHUE U MOUCK YSI3BUMOCTEH B
HUX TPOUCXOIUT HE Tak WMHTeHCUBHO, Kak 1y IIK, To ke camoe kacaercs W MOOMIBHBIX
IIPUIIOKEHUN.



CoBpeMeHHbIE MOOMIIBHBIE Opay3epbl YK€ MPAKTUYECKH JOTHAIN HACTOJIbHbBIC aHAJIOTH, OHAKO
pacumupenue QpyHKIMOHAIA BIeYeT 3a CO00M OOJBIIYIO CI0KHOCTh U MEHBIIIYIO 3aIUIIIEHHOCTD.
Jlaileko He Bce MPOMU3BOAUTEIM BBIIYCKAIOT OOHOBJIEHMS, 3aKpBIBAIOIIME KPUTHUUYECKUE
YSI3BUMOCTH 1711 CBOUX YCTPOMCTB.

OcHoBHBIE COBETHI JijIsl 6€30M1acHOCTH MOOUIBHOTO TenedoHa:

Huyero He sBnsercs mno-HacTosmeMy OecruiaTHbIM. byas ocropokeH, Beap Korjga Tebe
npeiaraloT 6eCIuIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIATHBIE YCIIYTH;
Hymaii, mpexxne yem otnpaButh SMS, ¢hoTo miam Bumeo. Thl TOYHO 3HAEIIb, TJI€ OHH OYIyT B
KOHEYHOM uTOTre?

Heo0xoaumMo 0OHOBISATH ONEPAIMOHHYIO CUCTEMY TBOETro cMapThoHa;

Hcnonb3yit aHTUBUPYCHBIE TPOTPAaMMBI JIIsI MOOMJIBHBIX TeNE(OHOB;

He 3arpyxail npuiokeHuss OT HEH3BECTHOTO HCTOYHUKA, BEAb OHH MOTYT COAEpXKaTb
BPEIOHOCHOE NPOrpaMMHOE 00ECIIEUEHNUE;

[Tocne TOro Kak ThI BHIACIIL C CaiiTa, IJi€ BBOJWI JUYHYIO HH(POPMAIIHUIO, 3211 B HACTPOUKHU
Opay3epa u ynanmu cookies;

[Tepuoanuecku MpoBepsii, KaKKe IUIATHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

JaBaii cBoii HOMEp MOOWJIBHOTO TeneoHa TOJNBKO JIOASM, KOTOPBIX THl 3HACHIL M KOMY
JIOBEpsICIIIb;

Bluetooth momkeHn OBITH BBIKIIOUEH, KOTAAa Thl UM He Toib3yembes. He 3a0biBail mHOTAA
MPOBEPSTH 3TO.

Online urpsr

CoBpeMeHHbIE OHJIAH-UTPBI - 3TO KPACOUHBIE, 3aXBaTHIBAIOIINE Pa3BIeUCHUs, O0BEAUHSIONINE
COTHH ThHICSAY YEJIOBEK MO BceMy MHpy. Urpoku vcciaeayoT 1aHHbIM UM MUp, OOLIat0TCs ApYT C
JIPYTOM, BBIMIOJHSIOT 3aJlaHusl, CPAXKAIOTCS C MOHCTPAaMHU U IMOJIYYalOT OMBIT. 3a yIOBOJIbCTBUE
OHM IUJIATST: MOKYMAIOT IUCK, OINIAYMBAaIOT A0OHEMEHT WJIM IPHUOOPETAI0T KAKKE-TO OMIINH.

Bce »TH cpeactBa uayT Ha mojajepKaHWE U Pa3BUTHE WUIPHI, a TAKXKE Ha caMy 0€30MaCHOCTH:
COBEpUIEHCTBYIOTCS CUCTEMbI aBTOPH3allMH, BBIMYCKalOTCA HOBblE MaTuu (IU(pPOBHIE 3aIlJIaTKU
JUIS IPOTPaMM), 3aKpbIBAOTCS YSI3BUMOCTH CEPBEPOB.

B nono0HbIX Urpax CTOUT OmacaTbCsl HE CTOJIBKO CBOMX CONEPHUKOB, CKOJIBKO KPa)KU TBOETO
napoJisi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPU3alUK OOJIBIIMHCTBA UTP.

OCHOBHBIE COBETHI 1T0 0€30MaCHOCTH TBOETO UTPOBOTO AKKAYHTA!

1. Ecnu npyroit urpok Bezger ceOs IUI0OXO MM co37aeT TeOe HENMpHUITHOCTH, 3a0J0KUpYH ero B
CIIUCKE UTPOKOB;

2. ITloxainyiics agMHHHMCTpaTOpaM HIPbl HAa IUIOXO€ IOBEACHHME 3TOT0 UIPOKA, HKEJIATEIBHO
IPUIOKUTH KaKHE-TO JI0Ka3aTeNbCTBa B BUJIE CKPUHOB;

3. He ykaspIBail 1nuHyt0 HHPOpMALUIO B Tpodaiiine urpsl;

4. YBaxail Ipyrux y4aCTHHKOB IO UIPE;

5. He ycranaBnuBaii HeoUIIHAIbHBIE TATYH U MOJIBI;

6. Mlcrionb3yi CIIOXKHBIE M pa3HbIE MTAPOJIH;

7. Jlaxxe BO BpeMsl UTPBl HE CTOMT OTKJIIOYATh aHTUBHpYC. IIoka ThI urpaemib, TBOM KOMIBIOTED
MOTYT 3apa3UTh.

OUIIMHT WK Kpajka THYHBIX JaHHBIX

OObIyHON Kpaxkell JeHer W JOKYMEHTOB CEroJHsl y>K€ HHUKOTO HE YAMBHILb, HO C Pa3BUTHUEM
MHTEPHET-TEXHOJIOTUN  3JIOYMBIIIJIEHHUKN IEPEMECTUINCh B HHTEPHET, U IPOJOJIKAIOT
3aHUMAaTbCA "ITFOOUMBIM" J1€JIOM.

Tak nosiBUIach HOBast YTpo3a: MHTEPHET-MOIIEHHUYECTBA UM (PUILUHT, TIaBHAs LEJIb KOTOPOro
COCTOMT B MOJIyUeHUU KOH(UICHIHAIBHBIX JaHHBIX MOJb30BaTeNel - JOrMHOB M maposieil. Ha
aHrnuiickoMm s3bike phishing uynraercst kak ¢ummar (ot fishing - peiOHas nosins, password -
MapoJib).

OcHOBHBIE COBETHI IO 60pHOE ¢ HUITMHTOM:



1. Cnenu 3a cBouM akkayHTOM. Eciiu Tl OJ03peBaelib, YTO TBOSI aHKETa ObUIa B3JIOMaHa, TO
HE00X0MMO 3a0JIOKMPOBATh €€ U COOOIIUTh aAMUHUCTPATOpPaM pecypca 00 3TOM KakK MOKHO
CKOpEe;

2. Ucnonb3yit OezonacHble BeO-CaiiThl, B TOM YHCJIE€, UHTEPHET-Mara3nHoB U IIOUCKOBBIX CUCTEM;
3. Hcnonw3yil clOXHBIE W pasHble maponu. Takum oOpa3om, eciu TeOs B3JIOMAIOT, TO
3JI0YMBIIIJIEHHUKH TOIY4aT AOCTYI TOJBKO K OJHOMY TBOEMY IIPOGUIIIO B CETH, & HE KO BCEM;

4. Ecau TeOsi B3JIOMaiM, TO HEOOXOAMMO NPEAYNPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPHIE
no0aBiieHbl y T€O0s B IpY3bsIX, O TOM, YTO T€Os B3JIOMAJIM U, BO3MOXHO, OT TBOET0 UMEHU OyzeT
pacchlIaThCs CIaM U CChUIKM Ha (DUITMHTOBBIE CAMTHI;

5. YcranoBu HanexHbIi maposb (PIN) Ha MoOMIBbHBIN TenedoH;

6. OTKIII0YM cOXpaHEHHE Maposi B Opaysepe;

7. He otkpeiBail ¢ailiel U Apyrue BIOXKEHUsS B MHUCbMax, AK€ €CJIM OHU MPUILIM OT TBOMX
npys3eit. Jlydine yTo4HH y HUX, OTHPABIISUIN JI OHU TeOe 3T (paiiibl.

[udposas penyrauus

L[ludposast pemyramust - 3TO HETaTHBHAS WM TO3UTHUBHAs HMH(OpMamuss B CETH O Tebe.
Komnpomerupyromas uHbopmanus, pasMelleHHas B MHTEPHETE, MOKET Cephe3HbIM 00pa3oM
OTpa3uThCs Ha TBOeH peasibHON xu3HU. "Lludposas penyranus" - 3To TBOW MMMIK, KOTOPBII
dbopmupyetcs u3 uHbopMauu o Tebe B UHTEPHETE.

TBOE MECTO KHUTENbCTBA, y4ueObl, TBOE (DMHAHCOBOE IOJIOKEHUE, OCOOCHHOCTU XapakTepa U
pacckasbl 0 OJM3KUX - BCE 3TO HAKAIJIMBACTCS B CETH.

MHorue MOAPOCTKH JIETKOMBICJICHHO OTHOCATCS K TMYONUKAIMK JUYHOW WH(POpMAIKUU B
WuTepHeTe, HE MOHMMAsT BO3MOXKHBIX NOCIEACTBUMA. Thl AaXke HE CMOXKeEIb J0TrafaTbCs O TOM,
4To (oTorpadusi, pazMeIIeHHas 5 IeT Ha3aJ, cTajla MPUYMHONW 0TKa3a MPHUHATH TeOs Ha padoTy.
KommeHnTapuu, pa3menienue TBoux QGortorpaduil u qpyrue AeUCTBUS MOTYT HE MCUE3HYTh Jake
1ocjie TOro, Kak Thl UX YJaJulib. Thl HE 3HAELIb, KTO COXpPaHWI 3Ty MH(OpMalKIo, Ionana Jiu
OHa B IIOHMCKOBBIE CHCTEMBbl M COXpaHMJAch JM OHA, a IJIABHOE: YTO NOAyMarT O Tebe
OKpY’KaroIlue JIIOJIU, KOTOpble HAWIyT W yBUIAT 3T0. HailTu uHpoOpMaIyo MHOTO JIET CITYCTs
CMOXeT JI000# - Kak U3 JOoOpbIX MOOYXKIEHHUH, TaKk U C HaMEepeHUEeM IMPUYHUHUTH Bpea. ITo
MOET OBITh KTO YT'OJTHO.

OCHOBHBIE COBETHI IO 3alIUTE LIUPPOBON penmyTaliu:

1. [Togymaii, mpexae ueM 4To-To MyOJIMKOBATh U MepeiaBaTh y cedsi B 6J10ore Uiu B COLMAJIbHOMN
CeTH;

2. B Hacrtpoiikax npo¢uisi yCTaHOBUM OTIPAaHMYEHHsS Ha IMPOCMOTP TBOEro MHpoduis U €ero
COJIEP’)KUMOT0, CIIENal ero TOJIbKO "Il Ipy3en';

3. He pa3memiaii u He ykaspiBail MHGOpPMAIIMIO, KOTOPask MOXKET KOTO-JTHOO0 OCKOPOJATH WU
00MXaTh.

ABTOpCKOE IIPaBO

CoBpeMeHHbIE IIKOJBHUKHA - AKTUBHBIE IOJb30BaTENN LUGPOBOro MpocTpaHcTBa. OmHaKo
JTAJIEKO HE BCE 3HAIOT, YTO MOJb30BaHWE MHOTHMHU BO3MOXHOCTSAMHU LU(GPOBOro Mupa Tpedyer
COOJIIOJICHHS TTPaB HA MHTEIJIEKTYAIbHYIO COOCTBEHHOCTD.

TepMuH "WHTeNIEKTyajdbHasi COOCTBEHHOCTh' OTHOCUTCSI K  pa3jIMYHBIM  TBOPEHUSIM
YeJI0BEYECKOr0 yMa, HauMHasi ¢ HOBBIX M300pPETEHUH U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTD
Ha TMPOJIYKTHl M YCIAyrdM, W 3aKaHyuBas KHUramu, Qororpagusimu, KUHOUIBMAMHU U
MY3bIKaJIbHBIMU IPOU3BEICHUSIMMU.

ABTOpCKHeE IpaBa - 3TO NpaBa Ha UHTEIJIEKTYaJbHYI0O COOCTBEHHOCTh Ha MPOM3BEICHUS HAYKH,
JUTEpaTypbl M MCKYCCTBAa. ABTOPCKHE IIpaBa BBICTYNAIOT B KAdye€CTBE T'apaHTUU TOTO, YTO
MHTEJJIEKTYaJIbHBIA/TBOPUECKUNA TPyA aBTOpa He OyleT HampacHBIM, JAacT €My CIIpaBeIUBbIE
BO3MOXKHOCTH 3apa0o0TaTh Ha pe3ylbTaTax CBOETro TPYAa, HOJIYYUTh U3BECTHOCTH U MPHU3HAHHUE.
Huxkro 6e3 pa3pelieHus aBTopa He MOXKET BOCIIPOU3BOJUTH €r0 MPOU3BEICHHE, PACIIPOCTPAHSATD,
nyOJIMYHO JIEMOHCTPUPOBATh, MpPOAABATH, HMMIIOPTHPOBATH, IyCKaThb B MPOKAT, MyOJIUYHO
UCTIOJIHATD, I0KA3bIBaTh/UCIIOIHATH B A(Hpe UK pasmemiaTts B IHTepHeTe.



Hcnonb3oBanue "MUPaTCKOro" MPOrpaMMHOIO OOECHEeYeHHs] MOXKET MPUBECTH K MHOTUM
pHCKaM: OT IMOTEpPH [IAaHHBIX K TBOMM aKKayHTaM JO0 OJIOKHPOBKHM TBOErO YCTPOMCTBA, IJie
yCTaHOBJIEHA HellerajibHas nporpamma. He crout Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JETalbHbIC
U OecrulaTHbIE IPOrPaMMBbl, KOTOPbIE MOXKHO HAWTH B CETH.

O noprane

CereBnuoK.p¢ - TBOH INIaBHBIA COBETYMK B CETHU. 371€Ch Thl MOJKEIIb y3HATh O OE30IIaCHOCTH B
CEeTH IMOHATHBIM M JIOCTYIHBIM $3bIKOM, a IIPM BO3HUKHOBEHHM KPUTHUYECKOW CHUTYyal[uu
0o0paTUThCS 3a COBETOM. A TaKKe NPUHATh ydacTHe B KOHKYpcax M CTaTh CaMbIM LIM(PPOBBIM
rpaxxaaHuHOM !



[Tpunoxenue N 3
MAMSTKA JIUISI POJUTEJIEW Ob MHO®OPMAIIMOHHOM BE3OITACHOCTHU JIETEN

Onpenenenne TepMuHa "wHpOpMaIMoOHHass 0€30MacHOCTh AeTeil" conepkutcs B DeaepalibHOM
3akoHe N 436-®3 "O 3ammre aereil oT nHpOpMANMK, TPUYMHSAIOMEH BpeA UX 370POBBIO U
pa3BUTHIO", PETYIUPYIOLIUM OTHOLICHHS, CBS3aHHBIE C 3allUTOM JaeTredl OT uHbOpMaINH,
IOPUYMHAIOLIEH Bpea MX 340poBbl0 M (uiau) pas3BuTHio. CorjnacHO JaHHOMY 3aKOHY
"uHdopmanonHas 0€30MacHOCTh JETeH" - 3TO COCTOSHHE 3alUIICHHOCTH, TMPU KOTOPOM
OTCYTCTBYET PHCK, CBSI3aHHBIA C NMpUYMHEHHEM HH(OpMaIuei Bpeda MX 3A0POBBIO U (WIJIH)
buznyecKoMy, ICUXUYECKOMY, TYXOBHOMY, HDABCTBEHHOMY Pa3BUTHIO.

B cuny ®enepanpHoro 3akona N 436-D3 mHbopmanmeld, NPUIHHSIONICH BpeI 3J0POBBIO U
(WIIM) pa3BUTHIO JACTEH, SIBJISICTCS:

1. undopmarnus, 3anperieHHas Jyisi paclpoCTPaHESHUs CPEIU ACTEH;

2. wuHdopMalus, pacIpoCTpaHEHHWE KOTOPOW OrpaHMYEHO CpeAu JeTeld OmpeeNieHHBIX
BO3PACTHBIX KaTErOPHil.

3. K undopmanuu, 3anpeiieHHON Ui pacpoCTpaHEHUs CpEAH IeTeil, OTHOCUTCS:

4. uadopmanus, MoOyKJaromas 1eTe K COBEPIICHUIO IEHCTBHIA, MPEACTABISIONINX YIPO3y MX
JKU3HU U (UM 3/10POBBIO, B T.4. IPUYUHEHHUIO BPEJla CBOEMY 3/I0POBBIO, CAMOYOUIICTRY;

5. CcmOCOOHOCTH BBI3BATH y JE€TEH IKEIAHHWE YIOTPEOUTh HAPKOTHUECKHE CPENCTBa,
NICUXOTPONHbIE M (WJIM) OJYpPMAaHHBAIOIIME BEIIECTBA, TaOauHble W3ENUS, ATKOTOJIBHYIO U
CIUPTOCOJEPIKAILYIO MPOAYKLNIO, TMBO U HAIIUTKHU, U3TOTABJIMBAEMbIE HA €0 OCHOBE; IIPUHATH
ydyacTU€ B  a3apTHBIX Mrpax, 3aHUMAThCs NPOCTUTYIUEH, OpOASIKHUYECTBOM — MITU
MOMPOIIAHUYECTBOM;

6. 000CHOBBIBAIOIIAsI WJIM OIPABJIBIBAIONIAS JTOMYCTUMOCTh HACHUJIMS U (MJIM) KECTOKOCTH JTHO0
noOyKJaromniasi OCYIECTBISATh HACUJIBCTBEHHBIE JEMCTBHS IO OTHOIIEHHIO K JIIOIIM U
KUBOTHBIM;

7. oTpularomias ceMeiHble LEHHOCTH M (QOpMHUpYIOIIas HEYBaXEHHE K POIUTENAM U (W)
JIPYTUM WIEHAaM CEMbH;

8. oIpaBAbIBaIOIIAs IPOTUBOIPABHOE ITOBECHMUE;

9. comeprkarias HEIEH3YPHYIO OpaHb;

10. conepxarast HHGOPMAIHIO TOPHOTPaPUIECKOro XapakTepa.

K undopmanuu, pacnpocrpaneHre KOTOPOH OrpaHUUYEHO CPear JeTel OlpeaesIeHHOro BO3pacTa,
OTHOCHUTCSL:

1. uHpopmanus, mnpeacTaBiseMas B BHIE H300paKEHMS WIM ONUCAHUS >KECTOKOCTH,
¢buznyecKkoro M (UiaM) MCUXUYECKOT0 HACWIIMS, MPECTYIJICHHUS WK WHOTO aHTHOOIECTBEHHOTO
JeHCTBHS,

2. BBI3BIBAIOLAS Y JAETEN CcTpax, y)Kac WM NaHUKY, B T.4. IpeCTaBiIsieMasl B BUJE U300paxeHHs
WIN OMMCAaHUS B YHUXKAIOIIEH YeloBedYecKoe JOCTOMHCTBO (hopMe HEHACHIILCTBEHHOH CMEpTH,
3a0o0yieBaHusl, CaMOYOMIICTBAa, HECYACTHOIO CiIydasl, aBapuu WM KaTacTpopsl U (WIH) HX
MOCIIEACTBUM;

3. mpexacraBnseMas B BUJE H300paXKeHHs WJIM OINUCAHUS IIOJIOBBIX OTHOLIEHUH MeEXIy
MY>KUMHOU U KEHIIUHOW;

4. comeprxaiiasi OpaHHBIE CII0BA U BBIPAXKEHUSI, HE OTHOCSIINECS K HELEH3YpHOI OpaHH.

C yderom storo Bam mpenmnaratorcst mpaBuia paboTel B ceTH MHTepHET [UIsl pa3IuuHBIX
BO3PACTHBIX KaTEropuil, COOIOJEHHE KOTOPBIX MO3BOJUT 0OecnedYuTh HH(POPMALMOHHYIO
0€30I1aCHOCTh BaIIHX JETEH.

OO0mue mpaBwIa JUIsl pOAUTENICH

1. HezaBucumo ot Bo3pacta pebeHKa HCIOJNb3YiTe MporpaMMHOe oOeclieueHue, TOMOraroliee
¢GbuIbTpOBaTH U KOHTPOJIUPOBATH UH(POPMAIIHIO, HO HE TMoJIaraTech MOJHOCTHIO HA Hero. Barie
BHUMaHME K PeOCHKY - TJIaBHBIA METO/I 3aLUTHI.



2. Ecin Bam pebGeHOK mMeeT akkayHT Ha OJHOM M3 couuaibHbIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.11.), BHUMATEIBHO M3YUUTE, KaKyI0 HH(OPMAIUIO TTIOMEIIAIOT €ro
YYaCTHHUKH B CBOMX NMPOMUIISIX U Oorax, BKIto4as (Gororpagpuu U BHIEO.

3. IlpoBephTe, C KakKMMHU APYTMMH CalTaMU CBsS3aH COIMAIBHBIA cepBUC Barmiero peOeHka.
Crpannuku Bamero peGeHka MoOryT ObITh 0€30HaCHBIMH, HO MOTYT U COJEpXkAaTh CCBHUIKH Ha
HEe)KeNaTelIbHbIe M OlacHble CalThl (Hampumep, MOPHOCAWUT, WJIM CalT, Ha KOTOpPOM JApYT
YIIOMHHAET HOMEp cOToBOro Tenedona Bamero pedbenka mim Bam gomamrauii agpec)

4. Tloompsiite Bammx nereit cooOmarh 000 BCEM CTPAaHHOM WM OTTAJIKWBAIOIIEM H HE
CIIMILIKOM OCTPO pearupyire, Korja OHU 3TO JAeNarT (U3-3a ONAceHMsl MOTEPATh JOCTYN K
HuTepHeTy AeTH HE TOBOPSAT POJAUTENSIM O MpoliieMax, a TakKe MOTYT HadaTh MCIOJIb30BaTh
WHTEepHET BHE 10Ma U LIKOJIBI).

5. BynwTe B kypce ceTeBoit xu3Hu Baiero pedenka. MHTEepecyiTech, KTO UX apy3bs B UHTEepHET
TaK e, KaKk UHTEPECYETeCh PeaIbHbIMU JAPY3bsIMHU.

Bo3spact ot 7 10 8 ner

B UnrepHere pebOEHOK cTapaeTcsi MOCETUTh TE€ WJIM HHBIE CAaWThl, a BO3MOXHO M YaThl,
pa3pelieHue Ha MOCelIeHUe KOTOPBIX OH He Moiy4yus Obl oT poauterneit. [TloaTomy poautensm
OCOOEHHO IIOJIE3HBI OyAyT T€ OTYETbl, KOTOpbIE NPEIOCTABISAIOTCS IpPOrpaMMaMH IO
OTpaHHYEHUIO HCIONb30BaHUsA WHTepHera, T.e. PoauTensckuil KOHTPOJIb WM TO, YTO BHI
CMOXETEe YBHUJIETh BO BpEMEHHBIX (aiinax. B pesynbrate, y pedeHKa He OyAeT OUlyIIeHus, 4yTo 3a
HUM BEAETCS TMOCTOSHHBIA KOHTPOIb, OJHAKO, POAUTENU OyIyT MO-TPEKHEMY 3HATh, KaKue
CaifThl moceniaer ux pedeHok. JleTn B JaHHOM BO3pacTe 00JIaZal0T CHIIBHBIM YYBCTBOM CEMBH,
OHM JIOBEPUMBHI U HE COMHEBAIOTCS B aBTOopuTeTax. OHU JIOOSAT UTpaTh B CETEBbIE UTPHI U
IyTeuecTBOBaTh 1o MHTepHEeTY, NCIOb3YS JIEKTPOHHYIO IOYTY, 3aXOAUTh Ha CAalThl U YaThl,
HE PEKOMEHOBAHHBIE POJIUTEISIMH.

Cosertsl 110 Oe3omacHocTd B cetu HTEpHET ais neteit 7 - 8 ner

1. CoznaiiTe ciMCOK JOMAIIHUX MpaBuiI NocemieHus VHTepHeTa npyu yuacTHu JieTel u TpedyiiTe
€r0 BBIIOJTHEHHUS.

2. TpeOyiite ot Bamiero peberka coOar0ieHUsI BPEMEHHBIX HOPM HAaX0XKJIEHUS 32 KOMIIBIOTEPOM.
[Toxaxure pedeHky, uro Bl HaOmt0aeTe 3a HUM HE NMOTOMY uTO Bam 3TO Xouercs, a moToMy
4yTo Bl OecriokouTech 0 ero 0€30MacHOCTH M BCET/1a TOTOBBI €My TIOMOYb.

3. KomnbroTep ¢ moakiarodeHueM K MHTepHETy JO/KEH HaXOAUTHhCS B OOIIeld KOMHATE TOJ
IIPUCMOTPOM POAUTEIEH.

4. Vcnonp3yiiTe crielalibHbIE IETCKUE TTOMCKOBBIE MAIIIMHBI.

5. Hcnonp3yiite cpenctBa OJIOKMPOBAHMS HEKENATEIBHOTO KOHTEHTA Kak JOMOJHEHHE K
CTaHJapTHOMY PoauTenbckoMy KOHTPOJIIO.

6. Co3naiiTe ceMelHbIN AEKTPOHHBIIN MUK, YTOOBl HE MO3BOJIMUTH JETSIM UMETh COOCTBEHHBIE
azapeca.

7. bnokupyiiTe moctyn K caidTam C OeCIUIaTHBIMH MOYTOBBIMU SIIUKAMH C TOMOIIbIO
COOTBETCTBYIOIIETO POrPaMMHOT0 0OecTieyeHusl.

8. IIpuyunte nereit coBeroBaThcs ¢ Bamu mepen omyOnuMKoBaHHEM KakoW-mu00 MH(POpMAaLUU
CPEJICTBAMU 3JIEKTPOHHOM MOYTHI, YaTOB, PETUCTPALIMOHHBIX (GOPM U MPOPUIIEH.

9. HayuuTe neteii He 3arpyxath (aiiiibl, IporpaMMBbl WIIM MY3bIKY 0€3 Balllero corjacus.

10. He pa3permaiite eTsSM UCIIOIB30BATh CIY>KOI MTHOBEHHOTO 0OMEHA COOOIICHUSIMHU.

11. B "Genblif" cHHCOK CalTOB, pa3pelICHHBIX JJS MOCEIIEHUS, BHOCHUTE TOJBKO CAMTHI C
XOpOUIEH peryTanuen.

12. He 3a0bIBaiiTe OecenoBarh ¢ 1eTbMHU 00 UX Apy3bsix B MIHTepHETE, Kak eciau Obl peub IuIa O
JIPY3bsiX B PEAIbHON KU3HH.

13. He nenaiite "Taly" U3 BOIpPOCOB MOJOBOM XKHM3HH, TaK Kak B VIHTepHeTe AETH MOTYT JIETKO
HaTKHYTHCS Ha MMOpHOTpadrio WK CauThl "1t B3pOCIIbIX".

14. Ilpuyunte Bamero pebenka cooOmars BaM O JIIOOBIX yrpo3ax WM TPEBOTax, CBA3AHHBIX C
HNutepHerom. OcTaBaiiTech CIIOKOMHBIMM M HAIIOMHHUTE JETSM, YTO OHU B O€30IIaCHOCTH, €CIIU



CaMHU pacCKa3aJld BaM O CBOMX TpeBorax. IloxBajure MX M IOCOBETYWTE MOJOMTH €lle pa3 B
MOJIOOHBIX CIyYasX.

Bospact nereit ot 9 1o 12 ner

B nganHoM Bo3pacTe naeTH, Kak MpaBWIIO, YK€ HACHbIIIaHbl O TOM, Kakas HHopMaius
cymecTtByeT B MHTepHeTe. COBEpUIEHHO HOPMAJIBbHO, YTO OHM XOTAT 3TO YBHJIETh, IPOYECTD,
ycinbimathk. [Ipy 3TOM HY)XKHO HOMHMTB, YTO JIOCTYIl K HEXKEJIATEIbHBIM MaTepuajaM MOXHO
JIeTKO 3a0JI0KUPOBATH MPH IMOMOIIHN CPEACTB POINTENBECKOTO KOHTPOJIS.

CoBeTbl 10 0€30I1acCHOCTH UL nereit ot 9 1o 12 ner

1. Co3naiiTe cnucoK JOMAIIHUX NpaBuWil nocenieHust HTepHeT npu ydactuu AeTted u Tpedyiite
€ro BBIITOJIHEHMUS.

2. TpeOyiite ot Bamero pedenka coOI0eHIS HOPM HaXOKICHUS 32 KOMITBIOTEPOM.

3. HaGmromaiite 3a peOEHKOM MNpu paboTe 3a KOMIBIOTEPOM, IOKKUTE €My, 4TO BbI
0€ECIIOKOUTECH O €ro OE30MACHOCTH U BCETAa TOTOBBI OKa3aTh €My ITOMOIIIb.

4. KommbroTep ¢ moaxiroueHueM B MHTepHET AODKeH HaXOAWThbCA B OOIIEH KOMHATe MOJ
IIPUCMOTPOM POJUTENEH.

5. Hcnonw3yiite cpenctBa OIOKMPOBaHUS HEXKENATEIbHOTO KOHTEHTA KakK JIOTOJHEHHE K
CTaHJapTHOMY PoauTenbckoMy KOHTPOJIIO.

6. He 3a0bIBaiiTe mpuUHUMATh HEMOCPEICTBEHHOE yYacTHE B JKU3HH peOeHKa, OeceloBaTh C
JIeTbMU 00 UX JIpy3bsix B IHTEepHETE.

7. HactauBaiiTe, 4TOOBI JETH HUKOTJA HE COTJIAIIANKMCH HA JHYHBIE BCTPEUU C APY3bIMHU IO
WHTephery.

8. Ilo3BonsliTe NEeTSAM 3aXOIUTh TOJBKO Ha CalThl M3 "Oemoro" ChmucKa, KOTOPBIA CO3JaiTe
BMECTE C HUMHU.

9. Ilpuyunte Aerell HUKOT/A HE BBIAABATH JMUYHYIO MH(GOPMAILUIO CPEACTBAMH SIEKTPOHHON
MOYTHI, YaTOB, CUCTEM MTHOBEHHOI'0 OOMEHa COOOIIEHUSIMH, PETUCTPALUOHHBIX (HOPM, JIUUHBIX
npoduiielt 1 Ipy perucTpaluy Ha KOHKYpChl B IHTepHeTe.

10. IlpuyuuTe Aeteit He 3arpyxaTh nporpamMmbl 0e3 Bamiero paspemenus. OObSICHUTE UM, YTO
OHM MOTYT CJIy4YailHO 3arpy3uTb BHPYCHl WIM JpPYro€ HEKENATeIbHOE NPOrpaMMHOE
obecrnieyeHue.

11. Coznaiite Bamemy peOeHKy OrpaHUYEHHYIO YUETHYIO 3aIUCh JUIsl paO0Thl Ha KOMITBIOTEPE.
12. Ilpuyunte Bamero pebenka coobmaTs BaM 0 JIFOOBIX yrpo3ax WM TPEBOraX, CBSI3aHHBIX C
WNutepHerom. HamoMHuTe 1€TAM, UTO OHU B O€30MAaCHOCTH, €CIM CAMU PACCKa3ail BaM O CBOMX
TpeBOrax U OMACEHUsIX.

13. Pacckaxkure netsim o nopHorpaduu B MlHTEpHETE.

14. HacrauBaiiTe Ha TOM, 4TOOBI AETH MPEAOCTABIISIA BaM JOCTYI K CBOEH AJIEKTPOHHOM IOYTE,
4TOOBI BBl YOIMIIUCH, YTO OHU HE OOIIAI0TCS C HE3HAKOMIIAMHU.

15. OObsicHUTE OETSIM, YTO HEJb3sl MCIOJIb30BaTh CETh JJI XYJIUTaHCTBA, PACIPOCTPaHEHHS
CIUIETEH WIH yTpO3.

Bo3spacrt gereii ot 13 o 17 ner

B orom Bo3pacTe NOAPOCTKM AKTUBHO MCHOJB3YIOT TOMCKOBBIE MAIIUHBL, MOJB3YIOTCS
AIIEKTPOHHOM TMOYTOH, CiIy’)k0aMH MTHOBEHHOTO0 OOME€Ha COOOIIEHUSMHU, CKauWBAIOT MY3BIKY U
¢wibMpl. ManbuukaM B 3TOM BO3pacTe Oojbllle MO HPaBYy CMETaTh BCE OTPaHUYEHHUs, OHU
KaKIyT rpydoro oMopa, a3apTHBIX Urp, KapTUHOK "mis B3pocibix". J[eBOUKHM MpeanoynuTaroT
o0marecs B darax, NpPH 3TOM OHM Topa3ao Ooyiee YYBCTBUTENbHBl K CEKCYaJbHBIM
JoMorarenabcTBam B MIHTepHeTe.

3ayacTyro B JIAaHHOM BO3pacTe POJUTENSAM YK€ BECbMa CII0)KHO KOHTPOJIMPOBATh CBOUX JETEH,
Tak Kak 00 MlHTepHeTe OHU y)Ke 3HaI0T 3HAUUTEIbHO OO0JIbIlle CBOUX poauTeneil. Tem He MeHee,
HE oOTmyckaiite aereii B "cBoOogHoe mmaBanue" mno HMurtepuery. Crapaiitech aKTHBHO
y4acTBOBaTh B 00meHnn pebenka B UHTepHeTe.

BaxHo mo-mpexxHemy cTporo coOmonaTh mnpaBuia VHTepHET-0€30MacHOCTH - COrJalleHue
MEXIy POAMUTENSIMU U AeTbMH. Kpome Toro, HeoOXOIMMO Kak MOXHO 4Yallle MpPOCMaTpHUBaTh
OTYETHI O JesaTenbHOCTH AeTeil B MHTepHere. Crenyer oOpaTUTh BHUMaHUE Ha HEOOXOJIUMOCTh



COJIep’KaHUsl POAMTEIBCKUX Mapojeil (maposned aJAMMHHUCTPaTOpOB) B CTPOIOM CEKpPETe U
00paTuTh BHUMAHHUE HA CTPOrOCTh ITUX MAPOJIEH.

CogeTsl 110 6€30MacCHOCTH B 3TOM Bo3pacte ot 13 go 17 ner

1. Co3paiiTe cIMCOK JOMAIIHUX IpaBWI INoceleHus MHTepHeTa npu ydacTMM MOAPOCTKOB U
TpeOyiiTe Oe3yClOBHOTO €ro BhIMOMHEHHS. OOroBopure ¢ peOCHKOM CIHCOK 3alperieHHBIX
caitoB ("uepHbIi cmucoK"), 4yacel paboThl B MHTEpHETE, PYKOBOJACTBO IO OOIICHHUIO B
WuTepHeTe (B TOM 4nCiIe B yaTax).

2. Komnbrotep ¢ noAKIoueHreM K ceTd IHTepHeT A0/KeH HaXOAUThCS B 00LIEeH KOMHaTe.

3. He 3a0bIBaiiTe OecenoBarh ¢ AeTbMHU 00 UX Jpy3bsix B MHTepHETE, 0 TOM, YeM OHU 3aHATHI
TakuM 00pa3zoM, OyATO peub HIET O JpY3bsiX B peanbHOM ku3HU. CrpamimBaiiTe o JIOAX, C
KOTOPBIMH JIETH OOINAIOTCS MOCPEICTBOM CIIYKO MTHOBEHHOTrO 0OMEHa COOOIICHHSIMH, YTOOBI
yOeaUThCS, YTO 3THU JIFOJIU UM 3HAKOMBI.

4. Hcnonp3yiiTe cpeacTBa OJIOKMPOBAHMS HEXKEJIATEIbHOIO KOHTEHTA KakK JONOJIHEHUE K
CTaHJapTHOMY PoauTesbckoMy KOHTPOJIIO.

5. Heobxoaumo 3HaTh, KAaKUMHU 4yaTamMH NoJib3ytorcss Bamum neru. Iloowpsiite ucnonb3oBaHue
MOJIEpUPYEMBIX YaTOB M HACTaWBalTe, YTOObI JE€TH HE OOIIAIUCH B IPUBATHOM PEKUME.

6. HacrauBaiiTe Ha TOM, 4TOOBI J€TH HUKOIJa HE BCTPEUAIMCh JIMYHO C JAPY3bSIMU U3 CETH
HNuTepHer.

7. llpuyunte aereil He BbIIABAaTh CBOIO JINYHYIO HH(POPMALIUIO CPEACTBAMH JIEKTPOHHOM MOUTHI,
YaToB, CHCTEM MIHOBEHHOIO OOMEHa COOOIIEHUSIMH, PErMCTPALMOHHBIX (OPM, JUYHBIX
npoduieil u npu perucTpalvy Ha KOHKypcol B IHTepHeTe.

8. Ilpuyunte nereil He 3arpyxarb nporpammsl 6e3 Bamero paspemenus. OObsicHUTE UM, 4TO
OHM MOTYT CJIy4yailHO 3arpy3uTb BUPYChl WIH JPYyroe HEeXeJlaTelbHOe IPOrpaMMHOE
obecrnieueHue.

9. Ilpuyuute Bamero peGenka cooOmaTe BaM O JIFOOBIX YIpo3ax WM TPEBOTaX, CBSI3aHHBIX C
WNutepHerom. HanoMHuTe 1eTsM, 4TO OHU B O€30MACHOCTH, €CIIM CaMHU PaccKa3ald BaM, O CBOUX
yrpo3ax wiu TpeBorax. [ToxBanuTe UX 1 MOCOBETYITE MOAONTH €llle pa3 B MOJOOHBIX CIIydasix.
10. Pacckaxure nersm o mnopHorpaduu B MuTepHere. IloMorute MM 3alUTUTBCS OT CHama.
Hayunre nmoapocTtkoB He BblaBaTh B MHTepHETE CBOEro peasbHOro JIEKTPOHHOIO ajpeca, He
0TBEYaTh Ha HEXeJaTeIbHbIe MMChMa U UCTOJIb30BaTh ClIEUAIbHBIE TTOYTOBBIE (PHIIBTPHI.

11. IlpuyunTe ce0si 3HAKOMUTBHCSA € caliTaMy, KOTOPbIE TTOCEUIAIOT MOJPOCTKH.

12. Hayuute nereil yBaxaTb IpYrux B HMHTEpHETe. YOeIuTech, YTO OHM 3HAIOT O TOM, YTO
IIpaBHJIa XOPOLIETO MOBEACHUS IEUCTBYIOT BE3/E - JaKe B BUPTYaIbHOM MUDE.

13. OObsacHUTE AETAM, YTO HM B KOEM Cilydae HeJb3s MCIoyib30BaTh CeTh JUIs XYJIMIaHCTBA,
pacnpoCTpaHeHus! CIUIETEH WIN YTPO3 APYTUM JIHOJISM.

14. O6cyaure c MOAPOCTKAMHU MPOOJIEMBI CETEBBIX a3apPTHBIX UTP U UX BO3MOXKHBIH DHUCK.
HanomHuute, 4TO 1€TH HE MOTYT UTPATh B 3TH UT'PHI COIVIACHO 3aKOHY.

[TocTossHHO KOHTpONIMPYHTE UcTonb30BaHue MHTepHeTa Bammm pebenkom! D10 He HapylieHue
€ro JIMYHOI'O IPOCTPAHCTBA, a Mepa MPEJOCTOPOKHOCTH M IpOosiBIeHUE Bamend poauTenbckon
OTBETCTBEHHOCTHU U 3a00THI.



